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User Management

Create a New User
1. Login to an administrator level account
2. From the home page, select the button labeled “Create User” under the User
Accounts heading
3. Fill out the username and email to which the new account will be assigned.
Under “User Capabilities”, determine which combination of the following the
new user will be permitted to do:
Admin - Allows the user unrestricted access to all site functions
Search - Allows the user to search through records
Insert — Allows the user to add new records to the database as well as
assign new properties to them (resources, people, etc.)
Delete - Allows the user to remove records from the database
. Update - Allows the user to modify existing records
If all forms are properly filled out, press the “Create New User” button
The new account will be created. An email will be sent to the address
provided with a temporary password.

Change User Password
1. In the top toolbar, select “Update User Profile”.
2. Once at the Update User page, enter in your previous password in the “Old
Password” field.

01d Password

New Password
Verify New Password

Enter your desired password in the “New Password” field, and then enter the
exact same password in the “Verify New Password” field.

Select the Update User button. If you correctly entered the required
information, a notification of a successful update will be displayed.

Change User E-mail
1. Inthe top toolbar, select “Update User Profile”.
2. Once at the Update User page, enter the e-mail address desired to be
associated with the account in the “E-mail” field. Note that the e-mail
address currently associated with the account will be present in the field.

Email email@email.com

3. Select the Update User button.

Change User Access Level
1. Login to an administrator level account
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2. From the home page, select the button labeled “Change User Access Level”
under the User Accounts heading.
Select User to Change:

mike El

3. From the dropdown menu, select the user you wish to change the access
level of. The access level of the user will be shown in a table when selected.
Once you have verified that it is the correct user, select the “Change User
Capabilities” button.

Select which capabilities you wish the user to have in the checkboxes, then
select the “Update User” button.

test's Access Rights

An administrative level grants all user abilities listed below.

Admin
Search
Insert
Delete
Update
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Adding Entries to the Database

Add an Organization
1. Login to an account with Insert or Admin privileges.

From the home page, select “Add an organization”.

Input all of the appropriate data, then press “Continue”.

e [fthe user wants to clear all entries, select “Clear Form”.

On the second page, verify that all information is correct.

e Make any changes and click “Continue”.

Select the resource the user would like to associate with this organization

from the drop-down menu. Additional resources can be added later.

e Ifthe resource the user would like to add is not in the menu, select the
“Add New Resource”. After creating the new resource, the user will be
redirected back to this page.

Select “Continue”.

If successful, the user will be brought to the newly created organization’s

information page. If necessary, the user can update and delete the

organization, as well as associate additional resources and persons from the
organization’s update page.

Add a Resource
Login to an account with Insert or Admin privileges.
From the home page, select “Add a Resource”
Input the following data:
a. Type of Resource - What you wish the resource to be called.
b. Description - A short description of what this resource is.
c. Keywords - Words associated with this resource that you wish to be
found during a keyword search.
Click “Continue”.
On the second page, verify that all information is correct and press
“Continue”.
If successful, the user will be given confirmation that the resource was
successfully added.

Add a Person

Login to an account with Insert or Admin privileges.

From the home page, select “Add a person”.

Input all of the appropriate data, then press “Continue”

e Ifthe user would like to refresh this page, clearing all entries, select “Clear
Form”.
The form no longer contains any required fields, but the user should
enter as much information as possible in order to make the database
useful.
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4,

On the second page, verify that all information is correct
e Make any changes and click “Continue”.
If the user would like to add this person to an organization, fill out the
information relating this person to an organization.

a. Ifthe organization is not in the dropdown menu, the user must create

it (refer to Add an Organization)

b. A person can be bound to additional organizations later
Select “Continue”
If successful, the user will be brought to the person’s information page.
Select Update Person to change information, associate the person with an
organization, remove an organizational association or associate the person
with a raw resource.
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Updating Existing Entries in the Database

Update an Organization

1.
2.

3.

Login to an account with Update or Admin privileges.

From the main menu, select the “Search” button under the “Search Records”

heading

Select the appropriate search, “General Organization Search” or “Detailed

Organization Search” and fill out the appropriate search criteria (refer to

Searching).

Select the desired organization from the Search Results page. If there are too

many search results, refine your search by using more keywords or

attempting to use the Detailed Organization Search.

From the Organization Information page, select the “Update Record” button

e Ifthe “Update Record” button does not appear, your account does not
have update privileges. Contact your administrator to acquire them.

In the Update Organization page, update any fields necessary, the press the

“Update Organization” button.

e The user can also associate or disassociate a resource to the organization
from here (refer to Associate a Resource)

e The user also uploads a Statement of Understanding or Facility Survey
from this page. See below.

Upload a Statement of Understanding or Facility Survey

Login to an account with Update or Admin privileges.

From the main menuy, select the “Search” button under the “Search Records”

heading

Select the appropriate search, “General Organization Search” or “Detailed

Organization Search” and fill out the appropriate search criteria (refer to

Searching).

Select the desired organization from the Search Results page. If there are too

many search results, refine your search by using more keywords or

attempting to use the Detailed Organization Search.

From the Organization Information page, select the “Update Record” button
a. Ifthe “Update Record” button does not appear, your account does not

have update privileges. Contact your administrator to acquire them.
At the bottom of the page, you will find the “Upload Statement of
Understanding” button. Select it.

h

!r_ Update Organization

h

!r_ Upload Statement of Understanding
A

f_Upk:-ad Facility Survey
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7.

8.

Select the “Choose File” button to select the file you wish to upload from your
computer. Files that are able to be uploaded are: .pdf, .doc, and .docx

a. The file must be one of these types

b. The file must be under 2MB
Once you have selected the file, select which of the three compatible file
types your file is, then select the “Send” button.

Update a Resource

1.
2.

3.

Login to an account with Update or Admin privileges.

From the main menu, select the “Browse Resources” button under the

“Search Records” heading.

Click the appropriate Resource.

In the Resource Information page, select the “Update Record” button. This

will bring you to the Update Resource page.

e Ifthe “Update Record” button does not appear, your account does not
have update privileges. Contact your administrator to acquire them.

In the Update Resource page, update any fields necessary, the press the

“Update Resource” button.

Update a Person

Login to an account with Update or Admin privileges.
From the main menu, select the “Search” button under the “Search Records”
heading

. Under “Search by Person”, enter keywords that would find the desired

person (name, address, city, zip, phone number, and/or email) (refer to

Searching)

Select the desired person from the Search Results page. If there are too many

search results, refine your search by using more keywords.

In the Person Information page, select the “Update Record” button. This will

bring you to the Update Person page.

e Ifthe “Update Record” button does not appear, your account does not
have update privileges. Contact your administrator to acquire them.

In the Update Person page, update any fields necessary, the press the

“Update Person” button

e The user can associate/disassociate a person to an organization from this
page.

e The user can also associate a person to a raw resource from this page.
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Deleting Entries from the Database

Delete an Organization

1.
2.

3.

Login to an account with Delete or Admin privileges.

From the main menu, select the “Search” button under the “Search Records”

heading

Select the appropriate search, “General Organization Search” or “Detailed

Organization Search” and fill out the appropriate search criteria (refer to

Searching)

Select the desired organization from the Search Results page. If there are too

many search results, refine your search by using more keywords or

attempting to use the Detailed Organization Search.

From the Organization Information page, select the “Delete Record” button

e Ifthe “Delete Record” button does not appear, your account does not have
Delete privileges. Contact your administrator to acquire them.

The user will be prompted to confirm deletion of the organization. Select the

“Delete Organization” button if it is desired to delete the selected

organization.

Delete a Resource

1.
2.

3.

Login to an account with Delete privileges.

From the main menu, select the “Browse Resources” button under the

“Search Records” heading.

Click the appropriate Resource.

In the Resource Information page, select the “Delete Record” button. This

will bring you to the Delete Resource page.

e Ifthe “Delete Record” button does not appear, your account does not have
Delete privileges. Contact your administrator to acquire them.

The user will be prompted to confirm deletion of the resource. Select the

“Delete Resource” button if it is desired to delete the selected resource.

Delete a Person

1.
2.

3.

Login to an account with Delete privileges.

From the main menu, select the “Search” button under the “Search Records”

heading

Under “Search by Person”, enter keywords that would find the desired

person (name, address, city, zip, phone number, and/or email) (refer to

Searching)

Select the desired person from the Search Results page. If there are too many

search results, refine your search by using more keywords.

In the Person Information page, select the “Delete Record” button. This will

bring you to the Delete Person page.

e Ifthe “Delete Record” button does not appear, your account does not have
update privileges. Contact your administrator to acquire them.
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6. The user will be prompted to confirm deletion of the person. Select the
“Delete Person” button if it is desired to delete the selected person.
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Searching

General Search

1. Login to an account with Search privileges
2. From the main menu, select the “Search” button under the “Search Records”
heading

General Search: [suppor “Search

3. Atthe top of the page, you will find the General Search. This search will take
the keywords entered in the “Search” field and find matching terms in all of
Persons, Organizations, and Resources.

4. Enter the keywords you wish to search for, then press Search. This will bring
you to the General Search Results page (see next section)

General Search Results
1. The General Search Results are separated into three sections:

Search by Organization

General Organization Search
1. Login to an account with Search privileges
2. From the main menu, select the “Search” button under the “Search Records”
heading

General Organization Search: suport | Search Organizations |

3. Under the “Search by Organization” heading, find the “General Organization
Search”. Input keywords that would find the desired organization (name,
address, city, zip, county, website, and/or email of organization), then press
the “Search Organizations” button.

Select the desired organization from the Search Results page. If there are too
many search results, refine your search by using more keywords in the
General Organization Search or attempting to use the Detailed Organization
Search.

If it is not found, check that the inputs for the search are correct. If they are,
it is possible that the organization has yet to be created (refer to Add an
Organization) or some of the existing information is incorrect (refer to
Update Organization to fix)

Detailed Organization Search
1. Login to an account with Search privileges
2. From the main menu, select the “Search” button under the “Search Records”
heading




American Red Cross
Disaster Database Manual

Detailed Organization Search
Organization EPICS
Name:

Citv:
State:
VAL
County:

| Detailed Search |

Under the “Search by Organization” heading, find the “Detailed Organization
Search”. In the appropriate fields, fill out the name, city, state, zip, and/or
county of the desired organization. All fields are not required.

Select the desired organization from the Search Results page.

e Ifitis not found, check that the inputs for the search are correct. If they
are, it is possible that the organization has yet to be created (refer to Add
an Organization) or some of the existing information is incorrect (refer to
Update Organization to fix)

Search by Resource

This search is used to find all organizations that provide a given resource

Login to an account with Search privileges.

From the main menuy, select the “Search” button under the “Search Records”

heading

Under “Search by Resource”, the user has two options, a Resource Keyword

Search and a dropdown menu.

a. The resource keyword search will search for all resources tagged with

a given keyword at creation. For example, it is possible “Short term
housing” would be found with a keyword search of lodging, housing,
or beds.
One can find an already created resource by simply selecting it from
the dropdown menu to the right of “Select a Resource”

Search by Resource

Resource Keyword Search: | Tech Support
Select a Resource: (=]

| Search Resources |

4. Once the user has entered the required inputs (keyword(s) or menu
selection), press the “Search Resources” button.
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5. Select the desired organization from the Search Results page. If there are too
many search results, refine your search by using more keywords in the
keyword search or attempting to use the Detailed Organization Search.

Search by Resource & Location
This search is used to find all organizations that provide a given resource in a
given location
Login to an account with Search privileges.
From the main menu, select the “Search” button under the “Search Records”
heading
Under “Search by Resource and City”, the user has several options

Search by Resource and City

Eesource Kevword Search:

Resource City:

Eesource ZIP: 46556

Select a Resource: Technical Support E|

| Search Resources by City |

Enter the desired information and click “Search Resources by City”.

Select the desired organization from the Search Results page. If there are too
many search results, refine your search by using more keywords in the
keyword search or attempting to use the Detailed Organization Search.

Search by Person
Login to an account with Search privileges.
From the main menuy, select the “Search” button under the “Search Records”
heading
Under “Search by Person”, enter keywords that would find the desired
person (name, address, city, zip, phone number, and/or email)

General Person Search: |Matt Search Persons

Select the desired person from the Search Results page. If there are too many

search results, refine your search by using more keywords.

e Ifitis notfound, it is possible that the person has not been added (refer
to Add a Person)
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Associating Entries

Associating a Resource to an Organization

1.
2.

3.

8.

Login to an account with Update privileges.

From the main menu, select the “Search” button under the “Search Records”

heading

Select the appropriate search, “General Organization Search” or “Detailed

Organization Search” and fill out the appropriate search criteria (refer to

Searching).

Select the desired organization from the Search Results page. If there are too

many search results, refine your search by using more keywords or

attempting to use the Detailed Organization Search.

From the Organization Information page, select the “Update Record” button.

This will bring you to the Update Organization page.

e Ifthe “Update Record” button does not appear, your account does not
have update privileges. Contact your administrator to acquire them.

In the Update Organization page, look below the organization information

fields and you will find the following:

Add a Resource |Z| or | Add New Resource |

If the desired resource has already been created, select it in the dropdown
menu provided, and then select the “Update Organization” button.

a. Ifthe desired resource has not been created (i.e. is not in the
dropdown menu), select the “Add New Resource” (refer to Add a
Resource). NOTE: Add privileges are necessary to add a new resource.
Once the new resource has been successfully added, you will be
returned to the update organization page. At this point, select the
resource from the dropdown menu, and then select the “Update
Organization” button.

Click “Update Organization”.

Associating a Person to an Organization

1.
2.

3.

Login to an account with Update privileges.

From the main menu, select the “Search” button under the “Search Records”

heading

Under “Search by Person”, enter keywords that would find the desired

person (name, address, city, zip, phone number, and/or email) (refer to

Searching)

Select the desired person from the Search Results page. If there are too many

search results, refine your search by using more keywords.

In the Person Information page, select the “Update Record” button. This will

bring you to the Update Person page.

e Ifthe “Update Record” button does not appear, your account does not
have update privileges. Contact your administrator to acquire them.

16



American Red Cross
Disaster Database Manual

6. Scroll down to below the person information fields to the “Add to
organization” or the “Modify Role” form to adjust an existing association.

Add to organization: Organization: | Test Full Organization [+]
Title: Lead Tester (e.g. Pastor’)

Role: Wolunteer with organization [~]

-OR -

Modify Role: Organization: | Test Org [~]
Title: Testing Assistant (e.g. 'Pastor”)

Role: Volunteer with organization El

Fill in the “Title in Organization” (e.g. Pastor, President, Group Leader).
Select the role of the person in the organization from the dropdown menu.
Select the organization that you wish to associate the person to from the
dropdown menu.

e If the organization is not present in the dropdown menu, the user must
first create the organization, then return to this page. Refer to Add an
Organization. Note: the user must have Add capabilities to do this.

10. Click “Update Person”.

Associating a Person to a Resource

1. Login to an account with Update privileges.

2. From the main menu, select the “Search” button under the “Search Records”
heading

3. Under “Search by Person”, enter keywords that would find the desired
person (name, address, city, zip, phone number, and/or email) (refer to
Searching)
Select the desired person from the Search Results page. If there are too many
search results, refine your search by using more keywords.
In the Person Information page, select the “Update Record” button. This will
bring you to the Update Person page.
e Ifthe “Update Record” button does not appear, your account does not

have update privileges. Contact your administrator to acquire them.

Scroll down to below the person information fields to the “Associate with
resource” box.

Associate with resource: Technical Support |E|

Click “Update Person”.
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Disassociating

Disassociating a Resource from an Organization

1.
2.

3.

Login to an account with Update privileges.
From the main menu, select the “Search” button under the “Search Records”
heading
Select the appropriate search, “General Organization Search” or “Detailed
Organization Search” and fill out the appropriate search criteria (refer to
Searching).
Select the desired organization from the Search Results page. If there are too
many search results, refine your search by using more keywords or
attempting to use the Detailed Organization Search.
From the Organization Information page, select the “Update Record” button.
This will bring you to the Update Organization page.

a. Ifthe “Update Record” button does not appear, your account does not

have update privileges. Contact your administrator to acquire them.

In the Update Organization page, look below the organization information
fields and you will find the following:

Remove Resource: | Technical Support E|

Select the resource that is already associated with the organization from the
dropdown menu, then select the “Update Organization” button.

Disassociating a Person from an Organization

Login to an account with Update privileges.
From the main menu, select the “Search” button under the “Search Records”
heading
Under “Search by Person”, enter keywords that would find the desired
person (name, address, city, zip, phone number, and/or email) (refer to
Searching)
Select the desired person from the Search Results page. If there are too many
search results, refine your search by using more keywords.
In the Person Information page, select the “Update Record” button. This will
bring you to the Update Person page.

a. Ifthe “Update Record” button does not appear, your account does not

have update privileges. Contact your administrator to acquire them.

Scroll down to below the person information fields to the “Remove this
person from an organization” form.

Remove from organization: |Test Crg E

Select the organization that you wish to disassociate the person to from the
dropdown menu, then select the “Update Person” button.
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Design of the Back-End Database

The original Disaster Response database was developed in Microsoft Access and
maintained as a single table with many columns. This is not the best
implementation because it allows for much duplication of data and many
opportunities for discrepancies in entering data. In addition, the files were located
on one computer, susceptible to loss, damage or data corruption. Using the
normalization and optimization techniques learned in the Database Concepts course
at Notre Dame, this single table was transformed into a database containing several
linked tables. The design of the database has been an ongoing process over the past
several semesters of the project and more tables have been added as features are
added. The Entity Relationship diagram and table schema describing the structure
and attributes of the database can be found in the appendix of this document.

The main tables in this database are the organization, detailed_resource, and person
tables. These three tables hold the core information about what exactly is in the
database; namely, the resources provided, the organizations that provide them, and
the people that work for those organizations. Additional tables, then link the three
main tables together so that the relationships between the core pieces can be
described. facility_survey and statement_of understanding, simply provide places
to upload and store these documents associated with an organization. They have
only been associated with facilities in the past, but ideally, any organization that has
agreed to provide support in the event of a disaster would sign an agreement (i.e.
statement of understanding).

To provide additional security in accessing the web-based front end of the database,
the users and access_level tables were created. They function as would be expected
and ensure that users of the site are able to exercise only the rights that are granted
to them. The potential rights are: Search, Update, Delete, and Insert. All possible
permutations are possible. An additional, administrative access level (Admin)
provides the user with all of the above-mentioned rights as well as the ability to add
and delete users from the website.

The database is a MySQL database accessed via PHP on the front-end website that
the users can access. Site administrators may view the database using PhpMyAdmin
tools or by issuing SQL statements to the directly to the database using a shell or
PHP code.
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Appendix | - ER Diagram
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Appendix Il - Database Schema

users

Field Type Collation Attributes Null Default Extra
user_id int{11) Mo  MNone auto_increment
username varchar(10} utfé_unicode _ci Mo  MNone
passwd varchar(32) utfé_unicode ci Mo  MNone
email varchar(50) utfé_unicode_ci Mo  MNone

access level id int(11) Mo  MNone

access_level

Field Type  Collation Attributes HNull Default Extra
access level id int(11) Mo  MNone auto_increment
1) Mo O
1) Mo
1) Mo
1)
1)

Search tinyint
Insert tinyint
Delete tinyint
Update timyint

(
(
(
(

Mo

Admin tinyint( Mo

detailed_resource

Field Type Collation Attributes Null Default Extra
resource_id int(11) Mo  MNone auto_increment
resource_type varchar(30) utf8_general_ci Mo  MNone
description varchar(1000) utf8_general ci NULL
keyword varchar(50) utfd_general_ci NULL
log longtext utf8_general_ci NULL

resource_listing

Field Type Collation Aftributes MNull Default Extra

resource_id int{11) Mo  Mone

organization_id int(11) Mo  MNone

resource_person

Field Type Collation Attributes HNull Default Extra
person_id int(11) Mo  MNone

resource _id int(11) Mo  MNone
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Field
organization_id
organization_name
street_address
mailing_address
city
state
zip
county
business phone
24 _hour_phone
website
email
business_fax
additional_info
updated by
updated_time
log

Field
facility_id
organization_id
date_completed
uploaded_report
filename

filesize
filetype

Field
contract_id
organization_id
date_of _contract
uploaded contract
filename

filesize
filetype

organization

Attributes  Null
Mo
Mo
Mo
Mo
Mo
MNo
Mo
Mo
Mo

Type Collation
int(11)
varchar(100)
varchar(100)
varchar({100)
varchar(30)
varchar(2)
varchar(10

)
varchar(20)
)
)

utfd_general_ci
utfé_general_ci
utfé_general_ci
utfd_general_ci
utfd_general_ci
utfd_general_ci
utfd_general_ci
varchar(15 utfé_general_ci
varchar{15
varchar(100)
varchar(50)
varchar(15)
varchar(1000)

varchar(11)

utfé_general_ci
utfd_general_ci
utfd_general_ci
utfd_general_ci
utfd_general_ci
utfé_general_ci
datetime

longtext utfd_general_ci

facility_survey

Attributes  Mull
Mo
Mo

Type Collation
int(11)

int(11)

datetime

mediumblob BINARY
varchar(50)
int(11)

varchar(50)

utf8_general_ci

utf8_general_ci

statement_of_understanding

Collation Attributes

Type
int(11)
int(11)
datetime
mediumblob BINARY
varchar(50)
int(11)

varchar(50)

utfd_general_ci

utfd_general_ci

Default
MNore
MNone
MNone
None
MNone
MNorne
MNore
MNone
MNone
NULL
NULL
NULL
NULL
NULL
MNone
None
NULL

Default
Morne
MNome
NULL
NULL
MNore
Nore

None

Default
MNone
NULE
NULE
NULE
None
None

None

Extra

auto_increment

Extra

auto_increment

Extra

auto_increment
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person

Field Type Collation Attributes Null Default Extra
person_id int(11) Mo  MNone auto_increment
salutation varchar(10) utf8_general_ci Yes NULL
first_ name varchar(30) utfs_general_ci Mo  None
last name varchar(30) utf8_general ci Mo  MNone
street_address wvarchar(50) utf8_general_ci NULL
city varchar(30) utfs_general_ci NULL
state varchar(2) utf8_general_ci NULL
zip varchar(10) utfd_general_ci NULL
home phone varchar(15) utf8_general_ci NULL
work_phone varchar(15) utf8_general_ci NULL
mobile_phone varchar(15) utfs_general_ci NULL
fax varchar(15) utf8_general ci NULL
email varchar(50) utf8_general_ci NULL
im varchar(30) utfs_general_ci NULL
additional_info wvarchar(1000) utf8 general ci NULL
updated by varchar(11) utf8_general_ci None
updated time  datetime More
log longtext utf8_general_ci NULL

works_for

Field Collation Attributes Null Default Extra
person_id int(11) No  MNone
organization_id int(11) Mo  MNone
title varchar(30} utfé_general_ci NULL

role enum(‘authorize’, 'open’,volunteer ‘contact’) utfd_general_ci Mo  MNone




